
||

Cyber Security Activities in Switzerland
Prof. Srdjan Čapkun, Chair Zurich Information Security and Privacy Center, ETH Zurich



Technology can erode trust!
https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/


Technology can erode trust!



Everything is Being Hacked
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Increasing Complexity and Interdependency

• Complexity is rapidly growing
• Trust enables delegation of complexity
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Key Challenge:
Find the technologies that provide best 
complexity / trust tradeoffs

Key part of the Answer: 
- attract and develop top security talent
- develop local security scenes, starting with 
innovative startups PGP

eBanking



||



||

 Zurich Information Security and Privacy Center

 Founded 2003

 Research projects

 Spin-offs 

 Education

ZISC – Platform for the Collaboration with Industry / Society
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10 professors, more than 100 PhD students and postdoctoral researchers

+
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ZISC – Platform for the Collaboration with Industry / Society

8||

+ +

10 professors, more than 100 PhD students and postdoctoral researchers

 Zurich Information Security and Privacy Center

 Founded 2003

 Research projects

 Spin-offs 

 Education



||

Swiss Cybersecurity Technology Startup Map
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Security Education: MSc and Continuous Education Programs
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Research Highlights: Secure Distance Measurement 
IEEE UWB 802.15.4z: technology for secure short-range distance measurement
- Standard initiated and co-developed by ETH Zurich researchers and ETH Spinoff
- Securing physical access to cars, homes, …
- Secure Payments, … 
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Research Highlights: New Secure Internet 

SCION: Scalability, Control, and Isolation On Next-Generation Networks
Enables control over where data goes. Secured against route hijacking. 
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Research Highlights: DP-3T – Secure and Private Contact Tracing



www.zisc.ethz.ch

http://www.zisc.ethz.ch/
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