ETH:zurich

Prof. Srdjan Capkun, Chair Zurich Information Security and Privacy Center, ETH Zurich

Cyber Security Activities in Switzerland




Technology can erode trust!
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Technology can erode trust!

Cryptocurrency investors locked out of Vulnerability in Swiss e-voting system could have led to vote alterations
A fix has been deployed to Switzerland's e-voting system, slated to roll out later this year.

$190m after exchange founder dies A AL A T

HACK BRIEF: HACRERS STOLE
$40 MILLION FROM BINANCE
CRYPTOCURRENCY EXCHANGE

Q By Catalin Cimpanu for Zero Day | March 12, 201g -- 16:23 GMT (16:23 GMT) | Topic: Security

QuadrigaCX, Canada’s largest exchange, was unable to access
password or recovery key after Gerald Cotten died last December

US elections 2020

America's new voting machines bring new
fears of election tampering

7738 views

! «un1, 2018, 07:10am

CrYPtocurrency

In the first of a two-part series: Many jurisdictions will offer
voters a paper trail in 2020. But the systems involved are far

from foolproof
‘They think they are above the law': the firms that own
America’s voting system

TECH

CYBERSECURITY ENTERPRISE INTERNET MEDIA

South Korean cryptocurrency OC
exchange Bithumb says it was Mar ket Is

hacked and $30 million in coins Mani
dAnipulat
ed

was stolen
* A major South Korea-based cryptocurrency exchange said it was hacked and 1
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about $30 million worth of cryptocurrencies were stolen.

MOBILE SOCIAL MEDIA VENTURE CAPITAL TECH GUIDE

e los]

* Bithumb is one of the busiest exchanges for virtual coins.
nd eqg .
* The exchange said the stolen coins would be covered from its own holdings and €Conomies, |
that it moved all users' assets into safe "cold” wallets. [
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Everything is Being Hacked

Ehe New York Times Ehe New ork Eimes
A Heart Device Is Found Vulnerable to Hacker Attacks Keeping Your Car Safe From FElectronic

By BARNABY J. FEDER

Published: March 12, 2008

. i ‘
l hlLVCh Last week, I started keeping my
car ]iE:.-'S in the freezer, and I may Ooops, your files have been encrypted!

- . R ‘What Happ d to My Comp 7
be at the forefront of a new digital bttt AL
Many of your documents. photos, videos, databazes and other files are no longer
Si‘lel}' trerl.d M accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your flles without
our decryption service.

Doctors disabled wireless in Dick Cheney's
pacemaker to thwart hacking

Can | Recover My Files?
Sure, We guarantes that you can recover all your files safely and easily. But you have
not 50 enough time.

You can decrypt same of your files for free. Try now by clicking <Decrypts.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay In 7 days, you won't be able to recover your files forever.

We will have free events for users who are 5o poor that they couldn't pay In 6 months

"We hacked U.S. drone': Iran claims it
electronically hijacked spy aircraft's GPS
and tricked aircraft into landing on its soil

« RQ-170 Sentinel drone has been seen on display by Iran's gloating military
+ Engineer claims Iran downed drone by using fake signals to confuse it

How Do I Pay?
Payment is accopted in Bitcoin anly. Far more information, click <About bitcoin>.
Please chack the current price of Bitcoln and buy some bitcoins. For more information,
click <How to buy bitcolng>.

And send the cormect & to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Time Lek

« Claimed GPS signals are easy to hack without cracking U.S. control codes
« Alleges aircraft's GPS weakness was long known to U.S. military officials

Rolljam — $30 Device That Unlocks Almost Any Car
And Garage Door

How Drones Can Find and Hack Internet-of-Things

Devices From the Sky
58 i 3 & Mokt .

[ Emm 617 WTwest 297 [Elows 26 TSN 1019

- . _—
Htapplng Security researchers have developed a Flying Drone with a custom- 3 Universal Car Remote

imemetofThiegs  Made tracking tool capable of sniffing out data from the devices

e T P

We have talked a lot about car hacking. Recently researchers even
demaonstrated how hackers can remotely hijack Jeep Cherokee to
control its steering, brakes and transmission. Now, researchers have

B ;‘L' connected to the Internet - better known as the Internet-of-things. T - _
- @._ £ temdtanp i disCovered another type of car hack that can be used to unlock almost
1l

.
,, Under its Internet of Things Map Project, a team of security

every car or garage door. You[...] 4

G .Nr'
s !'_ researchers at the Texas-based firm [..]




Increasing Complexity and Interdependency

e Complexity is rapidly growing
* Trust enables delegation of complexity

Key Challenge:
Find the technologies that provide best
complexity / trust tradeoffs

Key part of the Answer:
- attract and develop top security talent
- develop local security scenes, starting with

innovative startups

Trust in Entity

>

Google Medical

Ebay Facebook records

eBanking
eGov processes

Online wallets

OpenID Local wallet

PGP Cryptocurrencies
- - - - =

Complexity
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ZISC — Platform for the Collaboration with Industry / Society

= Zurich Information Security and Privacy Center

Founded 2003

» Research projects

= Spin-offs
# Institution Count Faculty
» Education 1 » ETH Zurich Q 18.8 13
2 » CISPA Helmholtz Center Q 18.6 18
3 » Ruhr-University Bochum Q 15.1 8
4 » TU Darmstadt Q 12.4 b
5 » Bar-llan University Q 11.2 4

10 professors, more than 100 PhD students and postdoctoral researchers




ZISC — Platform for the Collaboration with Industry / Society

= Zurich Information Security and Privacy Center

Founded 2003

Research projects
=  Spin-offs

= Education



Swiss Cybersecurity Technology Startup Map
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Security Education: MSc and Continuous Education Programs

ETH / EPFL
Master
Cybersecurity
Zurich
Z I S C [nformation MAS DAS
Security & Privacy Cybersecurity Cybersecurity
Center (mit VBS) (mit VBS)
C55 ®-ETHzirich | I I
ETH Zurich Dlpl&mllif&rgang E P F L
DAS :
Data Science Cybersecurity

_? ETHRISKCENTER T




Research Highlights: Secure Distance Measurement

IEEE UWB 802.15.4z: technology for secure short-range distance measurement

- Standard initiated and co-developed by ETH Zurich researchers and ETH Spinoff
- Securing physical access to cars, homes, ...

- Secure Payments, ...

Canyou be
more precise?




Research Highlights: New Secure Internet

SCION: Scalability, Control, and Isolation On Next-Generation Networks

Enables control over where data goes. Secured against route hijacking.

SCION provides
control

SCION is designed to provide path-
control, failure isolation, and explicit trust
information for end-to-end
communication. This gives end-users
strong control over their traffic, providing
meaningful and enforceable trust, and
enabling high path-awareness.

Policy-based path
selection

Select how your information is
transmitted based on policies you select
that optimise for location, speed, cost
and quality.

Geo-fencing

Set-up path selection policies to avoid
certain jurisdictions or regions to boost
security and reliability.
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Research Highlights: DP-3T — Secure and Private Contact Tracing

When we build something we have to pick an
architecture that works. And it has to work
globally, for all countries around the world.
And when we did the analysis and looked at
different approaches we were very heavily
inspired by the and their
approach — and that’s what we have
adopted as a solution. We think that gives
the best privacy preserving aspects of the
contacts tracing service.”

Dave Burke, VP of Android, Google, 24.4.2020

https:/ftechcrunch.com/2020/04/24/apple-and-google-update-joint-coronavirus-tracing-
tech-to-improve-user-pri -and-developer-flexibility/
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Decentralized Privacy-Preserving Proximity Tracing
Version: 25 May 2020.

Contact the first author for the latest version.

EPFL: Prof. Carmela Troncoso, Prof. Mathias Payer, Prof. Jean-Pierre Hubaux, Prof. Marcel
Salathé, Prof. James Larus, Prof, Edouard Bugnion, Dr. Wouter Lueks, Theresa Stadler, D,
Apostolos Pyrgelis, Dr, Daniele Antonioli, Ludovic Barman, Sylvain Chatel

ETHZ: Frof. Kenneth Paterson, Prof. Srdjan Capkun, Prof. David Basin, Dr. Jan Beutel, Dr.
Dennis Jacksan, Or. Marc Roeschlin, Patrick Leu

KU Leuven: Prof, Bart Prenesl, Prof, Nigel Smart, Dr. &ysajan Abidin
TU Delft: Prof. Seda Glrses
University College Londaon: Dr. Michael Veale
CISPA:; Prof, Cas Cremers, Prof. Michael Backes, Dr. Mils Ole Tippenhauer
University of Oxford: Dr. Reuben Binns
University of Torine { ISI Foundation: Prof. Cire Cattuto
Aix Marseille Univ, Université de Toulon, CNRS, CPT: Dr. Alain Barrat

IMDEA Software Institute: Prof. Dario Fiore

INESC TEC: Prof. Manuel Barbosa (FCUP), Prof. Rui Oliveira (UMinho), Prof, José Pereira
(UmMinho)

=Pr~L ETH:zirich




Security & Privacy

Zurich
Information
Center

About ZISC v People Research v Education v Tech Transfer v OpenlLab Events & News v Media Open Positions

About ZISC

The world is undergoing a dramatic transformation. New
information technologies emerge at rapid pace and these
innovations have a significant impact on our social, political,

and economic lives. The change does not come without risks.

~ - i )
o Y S ;;c_w?’-‘w o
e e R A e A

o - ‘;_.._- .

The goal of ZISC is to bring academia and industry together to
solve the information security challenges of tomorrow. ZISC
is an industry-funded research center of ETH Zurich where

PhD students and senior researchers perform academic

research under the supervision of ETH faculty members.

WWW.zisc.ethz.ch



http://www.zisc.ethz.ch/
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